atfran]n
CISCO Data Shee

Cisco Catalyst 9500
SeriesSwitches

Built for Security, 10T, and Cloud

© 2018Ciscoand/or its affiliates All rights reserved. This document is Cisco Public Information. Pagelof 36



Contents

Product Overview
Platform Details

Platform Benefits
Software Requirements
Licensing

Specifications

Warranty

Cisco and Partner $éces
Ordering Information
Cisco Capital

Document History

© 2018Ciscoand/or its affiliates All rights reserved. This document is Cisco Public Information.

16
20
21
22
29
29
31
35
36

Page2 of 36



The Cisc%CatalysiE 9500 Series switches are the next generation of enterpcisss core and aggregation layer switches,

O0O0PDPi OOET ¢ &O0Il bDOI COAi Il AAEI EOU AT A OAOOEAAAAEI EOU8 " AOAA
purposebuilt fixed core and ag@gation enterprise switching platform, built for security, 10T, and cloud. The switches

come with a 4core x86, 2.4GHz CPU, ¥&B DDR4 memory, and 4BB internal storage.

4EA #EOAT #AOAIT UOO i Yoo 3AidfHA 160GididENermdE indaddsiiiches trgetedEE 00O D C
for the enterprise campus. These switches deliver unmatched table scale (MAC/route/ACL) and buffering for enterprise
applications. The Cisco Catalyst 9500 Series includes nonblocking 40 and 100 Gigabit Ethernetn@Ui&es®Factor

Pluggable (QSFP+, QSFP28) and 1, 10 and 25 Gigabit Ethernet Smal&cton Pluggable Plus (SFP/SFP+/SFP28)

switches with granular port densities that fit diverse campus needs. The switches support advanced routing and

infrastructure sevices (such as Multiprotocol Label Switching [MPLS] Layer 2 and Layer 3 VPNs, Multicast VPN [MVPN],

and Network Address Translation [NAT]); Cisco SoftwBrefined Access capabilities (such as a host tracking database,
crossdomain connectivity, and VPN Roing and Forwarding [VRFware Locator/ID Separation Protocol [LISP]); and

network system virtualization with Cisco StackWfsdrtual technology that are critical for their placement in the campus

core. The Cisco Catalyst 9500 Series also supports fdiomad high-availability capabilities such as patching, Graceful

Insertion and Removal (GIRQisco Nonstop Forwarding with Stateful Switcha(BISF/SSO), redundant platinunated

power supplies, and fans.

The foundation of Software-Defined Access

Advanced persistent security threats. The exponential growth of Internet of Things (I0T) devices. Mobility everywhere.
Cloud adoption. All of these qeiire a network fabric that integrates advanced hardware and software innovations to
automate, secure, and simplify customer networks. The goal of this network fabric is to enable customer revenue growth
by accelerating the rollout of business services.

The Ciscdigital Network ArchitecturgCisco DNA) with SoftwareDefined Access (SBccess) is the network fabric
that powers business. i$ an open and extensible, softwadgiven architecture that accelerates and simplifies your
enterprise network operations. The programmable architecture frees your IT staff from-¢omsuming, repetitive
network configuration tasks so they can focus i&tl on innovation that positively transforms your business:/&igess
enables policybased automation from edge to cloud with foundational capabilities. These include:

s Simplified device deployment

s Unified management of wired and wireless networks
8 Network \irtualization and segmentation

8 Groupbased policies

s Contextbased analytics

The Cisco Catalyst 9500 Series switches form the foundational building block for SoffvArecEET AA | AAAOOUB# EOAI
leading enterprise architecture.
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https://www.cisco.com/en/US/technologies/tk869/tk769/technologies_white_paper0900aecd801dc5e2.pdf
https://www.cisco.com/c/en/us/solutions/enterprise-networks/digital-network-architecture/index.html

Cisco ONE Software

Cisco ONE Software offers a valuable and flexible way to buy software for the access, aggregation, core, WAN, and data
center domains. At each stage in the product lifecycle, Cisco ONE Software helps make buying, managing, and upgrading
your network and infrastructureatware easier. Cisco ONE Software provides:

8 Flexible licensing models to smoothly distribute customers' software spending over time

8 Investment protection for software purchases through software sendeeabled license portability

8 Access to updates, upgdes, and new technology from Cisco through Cisco Software Support Services (SWSS)
8 Lower cost of entry with the new Cisco ONE Subscription for Switching model

Cisco ONE for Access lets you manage your entire switching structure as a single, convergedeamyith one
management system and one policy for wired and wireless networks, it offers an efficient way to provide more secure
access.

ProductOverview
Product highlights

6 Cisco Unified Acce$dData Plane (UADP) ApplicatieBpecific Integrated CircufASIC) ready for nesgeneration
technologies with its programmable pipeline, microengine capabilities, and temptased, configurable
allocation of Layer 2 and Layer 3 forwarding, Access Control Lists (ACLs), and @&&ryvice (QoS) entries

o«

Intel®2.4-GHz x86 CPU with up to 120 GB of USB 3.0 or up to 960 GB of SATA SSD storage for duagtather
application hosting

o«

Up to3.2Thps switching capacity with up to 2 Bpps of forwarding performance

o«

Up to 32 nonblocking 100 Gigabit Ethernet QSFP28 ports

o«

Up to 32 nonblocking 40 Gigabit Ethernet QSHirts

o«

Up to 48 nonblocking 25 Gigabit Ethernet SFP28 ports

o«

Platinum-rated AGDCpower supplies

o«

Up to 512,000 Flexible NetFlow (FNF) entries in hardware

o«

Up to 36 MB of unified buffer per ASIC

o«

Up to 212,0000uting entries (IPv4/IPv6) for hignd campus core and aggregation deployments

o«

IPv6 support in hardware, providing wirate forwarding for IPv6 networks

o«

IEEE 802.1ba AV Bridging (AVB) built in to provide a better AV experience through improved tirneogjzation
and QoS

o«

Precision Time Protocol (PTP; IEEE 1588v2) provides accurate clock synchronization witicsgecond
accuracy, making it suitable for distribution and synchronization of time and frequency over the network

o«

Dualstack support for IPVAPv6 and dynamic hardware forwarding table allocations, for ease ofieVRv6
migration

o«

Support for both static and dynamic NAT and Port Address Translation (PAT)

o«

Scalable routing (IPv4, IPv6, and multicast) tables and Layer 2 tables
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Cisco IOSXE Software, a modern operating system for the enterprise with support for mddeén
programmability, orbox Python scripting, streaming telemetry, containbased application hosting, and
patching for critical bug fixes. The OS also has knildeferses to protect against runtime attacks

o«

o«

StackWise Virtual technology, a network system virtualization technology that increases operational efficiency
and boosts nonstop communications and scaled system bandwidth

8 SD-Access:With the Cisco Catalyst 9500 Sesj you can be part of the future of networking with features that
include:
U Policy-based automation from edge to cloud

U Segmentation and micresegmentation made easy, with predictable performance and scalability
U Automation and network assurance through tisco DNA CentérAppliance
U Faster launch of new business services and significantly improved issue resolution time

Cisco Plug and Play (PnP) enabled simple, secure, unified, and integrated offering to ease new branch or
campus device rollouts or updatdo an existing network

o«

8 Advanced security:
U Encrypted Traffic Analytics (ETA): You benefit from the power of machine learning to identify and take actions
toward threats or anomalies in your network, including malware detection in encrypted traffic atrtbdied
anomaly detection. Additionally, ETA is able to detect vulnerable implementations in encrypted traffic

U Support for AES256 with the powerful MACsec 288t encryption algorithm available on all models

U Trustworthy systems: Secure Unique Device lifcation (SUDI) support for Plug and Play, enabling tampesof
device identity capability, which secures zexmuch provisioning by allowing your device to show a certificate to the
server to be able to get onto your network

Platform Details

Switch moctls and configurations
All switches ship with the 650W/950W/1600W AC power supply as default

Figures 1 through 8 show the Cisco Catalyst 9500 Series Switches.

Figure 1.
C950032C: Cisco Catalyst 9500 Series Rmgformance switch with 32x 100 Gigabit Ethernet

Figure 2.
C950032QC: Cisco Catalyst 9500 Series higinformance switch with 32x 40 Gigabit Ethernet

Figure 3.
C950048Y4C: Cisco Catalyst 9500 Series hpginformance switch with 48%/10/25G5igabit Ethernet + 440/100G Uplink
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Figure 4.
C950024Y4C: Cisco Catalyst 9500 Series hpginformance switch with 24%/10/25GGigabit Ethernet + 440/100G Uplink

Figure 5.
C950024Q: Cisco Catalyst 9500 Series switch with 248 @@gabit Ethernet

Figure 6.
C950012Q: Cisco Catalyst 9500 Series switch with 1@x@igabit Ethernet

Figure 7.

C950040X: Cisco Catalyst 9500 Series switch with 400G Gigabit Ethernet

Figure 8.
C950016X: Cisco Catalyst 9500 Series switch with 168AGigabit Ethernet
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Table 1 shows the Cisco Catalyst 9500 Series configurations.

Table 1. Cisco Catalys®500 Series configurations and port density

Model Description 1G port | 10G port | 25G port |40G port | 100G Port| 10G port 25G port
density |density |density density |Density | density with | density with

breakout breakout cable
cable

c950032¢c  Cisco Catalyst 950@eries g Z Z 32 (64) 32 (64)
high-performance 32port
100 Gigabit Ethernet switch
with QSFP28

C950032QC Cisco Catalyst 9500 Series z Z Z 32 (64) 16 (32) - -
high-performance 32port
40 Gigabit Ethernet switch
with QSFP+

co50048v4c Cisco Catalyst 9500 Series 48 (96) 48 (96) 48 (96) 4 (8) 4 (8) z Z
high-performance 48port
1/10/25G Gigabit Ethernet
switch with SFP28

co50024v4c Cisco Catalyst 9500 Series 24 (48) 24 (48) 24 (48)  4(8) 4 (8) z Z
high-performance 24port
1/10/25G Gigabit Ethernet
switch with SFP28

C950024Q Cisco Catalyst 9500 Series 7 Z Z 24 (48) - 48(96) Z
24-port 40 Gigabit Ethernet
switch with QSFP+

C950012Q Cisco Catalyst 9500 Series 7 Z Z 12 (24) - 48(96) Z
12-port 40 Gigabit Ethernet
switch with QSFP+

Cco50040x  Cisco Catalyst 9500 Series 48 (9§ 48 (99 2 2 (4) - 8 (16) Z
40-port 1/10 Gigabit
Ethernet Switch with
SFP/SFP+

co950016X  Cisco Catalyst 9500 Series 24 (49~  24(48)"
16-port 1/10 Gigabit
Ethernet switch with
SFP/SFP+

2(4) - 8(16) 2

N

All numbers in the above table are for the standalone switch, except where indicated in parentheses () for StackWise Virtual:
" Feature not available at FCS, will be available in future software releases

" with uplink module.
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Network modules

The Cisco Catalyst 9500 Series Switches support optional network modules for uplink ports on some of the
configurations.

The default switch configuration does not include the network module. When you purchase the switch, you can choose
from the networkmodules described in Tables 2 and 3.

Table 2. Network module numbers andescriptions

C9506NM-8X Cisco Catalyst 9500 Series Network Modupdt 1/10 Gigabit Ethernet with SFP/SFP+

C9500NM-2Q Cisco Catalyst 9500 Series Network Moddport 40 Gigabit Ethernet with QSFP+

Table 3. Network module matrix

C950032C No No
C950032QC No No
C950048Y4C No No
C950024Y4C No No
C950024Q No No
C950012Q No No
C950040X Yes Yes
C950016X Yes Yes

Figures 9 and 16how the available network modules.

Figure 9.
Cisco Catalyst 9500 Series network modulpdt 1/10 Gigabit Ethernet with SFP/SFP+

Figure 10.
Cisco Catalyst 9500 Series network modulpdtt 40 Gigabit Ethernet with QSFP+
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Accessories
The Cisco Catalyst 9500 Serkewitches support optional accessories.

The default switch configuration does not include the accessaribese need to be selected during configuration.

Table 4.  Accessories andescriptions

C950BACCKITH19I= Accessory Kit for Cisco Catalyst 9500 Seziebgh-End- 19" rack mount
C9508ACCKITH23I= Accessory Kit for Cisco Catalyst 9500 Seziebgh-End- 23" rack mount

C95004PTH-KIT= Extension rails and brackets for foppoint mounting for Cisco Cataly®500 Serieg High-End
C950BACCGKIT-191= Accessory Kit for Cisco Catalyst 9500 Serie8" rack mount

C9500ACCKIT-23I= Accessory Kit for Cisco Catalyst 9500 Sefi23" rack mount

C95004PT-KIT= Extension rails and brackets for feppint mounting for Cisco Catalyst 9500 Series
SSD120G Cisco pluggable USB3.0 SSD storgde20G

C9K-E1-SSD-240G Cisco pluggable SSD storag40G

C9K-E1-SSD-480G Cisco pluggable SSD storagel80G

C9K-F1-SSD960G Cisco pluggable SSD storag®60G

Table 5. Accessory matrix

Model C9500 C9506 |C9KF1- |C9506 |C9506 |C9506 |SSD CI9K-F1- | COK-F1-
ACCKIT 4PTH SSD ACG ACGC 4PT- 120G SSD SSD
H-191= KIT= 240G KIT-191= | KIT-23I= | KIT= 480G 960G
C950032C Yes Yes Yes Yes No No Yes Yes Yes
C950032QC Yes Yes Yes Yes No No No No Yes Yes Yes
C950048Y4C Yes Yes Yes Yes No No No No Yes Yes Yes
C950024Y4C Yes Yes Yes Yes No No No No Yes Yes Yes
€950024Q No No No No Yes Yes Yes Yes No No No
C950012Q No No No No Yes Yes Yes Yes No No No
C950040X No No No No Yes Yes Yes Yes No No No
C950016X No No No No Yes Yes Yes Yes No No No
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Figures 11 and 12 show some of the available accessories.

Figure 11.
240G SSD storage

Power supplies andantray

The Cisco Catalyst 9500 Series Switches support dual 1+1 redundant power supplies. The switches ship with one power
supply by default. The second power supply can be purchased at the time the switch is ordered or at a later time. If only
one power supplysiinstalled, it should always be in power supply bay #1.

The switches also ship with up to five figlgplaceable variablspeed fans. These have frotd-back airflow and can
operate with up to one individual fan failure. The fan trays supporitfag Online Insertion and Removal (OIR) and can
support a maximum fan speed of up to 24,000 rpm.

Table 6 shows the maximum fans and fan trays for each configuration.

Table 6.  Fan and fan tray matrix

FAN-T4-R (Max # of fans) CIK-T1-FANTRAY(Max # of fans)

C950032C Yes (5) No
C950032QC No Yes (4)
C950048Y4C No Yes (4)
C950024Y4C No Yes (4)
C950024Q Yes (5) No
C950012Q Yes (5) No
C950040X Yes (5) No
C950016X Yes (5) No

Figures 12 through 14 show the power supplies available for the Cisco CatalysSS&%X)

Figure 12.
950W AC power supply
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Figure 13.
650W AC power supply

Figure 14.
1600W AC power supply

Tables 7 and 8 provides more details on the Cisco Catalyst 9500 Series power supplies.

Table 7.  Power supply specifications

Power supply PWRC4 PWRC4 CO9K-PWR- CI9K-PWR- CI9K-PWR- C9K-PWR-
feature 950WAGR 950WDC-R 650WAGR 930WDC-R 1600WACR 1600WDC-R
Power max rating 950W 950W 650W 930w 1600W 1600W
Input-voltage AC90to 264 -36Vdc~72Vdc  AC90VAC to DC-40VDC to AC90VAC to DC-40VDC to-
range and VAC,47to 63Hz 264VAC, 47 to 63 72VDC 140VAC and 72VDC
frequency Hz 180VAC to

264VACAT to 63

Hz

Power supply 94% 91% at 48Vin, 94% (Typ) 92% (Typ) 94% (Typ) 92% (Typ)

efficiency 50% load

Input current AC 10A at 22.6A @ 48Vin, ACG6.8AMaxat DC23Amaxat AC10.5A Max at DC40A max at
115VAC,5 A at 950W 115VAC3.4 A 48VDC (when full 115VAC (1050W) 48VDC (when full
230VAC Max at 230VAC loading) 7.8 A Max at loading)

(when full 230VAC (1600W)
loading)

Output ratings 12V at 79A, 12V 950W 12Vmain at 54A, 12Vmain at 54A, 12Vmain at 133A, 12Vmain atLl33A,
at 3A 12Vsb at 3A 12Vsh at 3A 12Vsb at 3A 12Vsb at 3A
maximum load msminimum for msminimum for msminimum for minimum for

system system system system

Power-supply input AC IEC 60320 AC IEC 60320 C1 Molex Minifit AC IEC 60320 C1 Amphenol C16

receptacles C16 445401001 638976000
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Table 8. BTU Details for 9500 Power Supplies

Total output BTU CIK-PWR CIK-PWR CIK-PWR- CIKPWR PWRC4 PWRC4
(Note: 1000 BTU/hr = 293W) 1600WACR 1600WDCR 650WAGR 930WDGR 950WAGR 950WDGR
Model

C950032C 1064 1087 N/A N/A N/A N/A
C950032QC N/A N/A 532 544 N/A N/A
C950048Y4C N/A N/A 544 544 N/A N/A
C950024Y4C N/A N/A 426 435 N/A N/A
€950024Q N/A N/A N/A N/A 2900 2976
C950012Q N/A N/A N/A N/A 1536 1562
C950040X with 10G NM N/A N/A N/A N/A 1467 1451
C950040X with 40G NM N/A N/A N/A N/A 1365 1376
C950016X with 10G NM N/A N/A N/A N/A 941 967
C950016X with 40G NM N/A N/A N/A N/A 904 930

Table 9 shows the power supplies supported in the Cisco Catalyst 9500 Series Switches.

Table 9. Power supply matrix
Model CIOK-PWR- CIO9K-PWR- CO9K-PWR- COK-PWR- PWRC4 PWR-C4
1600WACR 1600WDCR 650WAGR 930WDCR 950WAGR 950WDCR

C950032C No
C950032QC No No Yes Yes No No
C950048Y4C No No Yes Yes No No
C950024Y4C No No Yes Yes No No
C950024Q No No No No Yes Yes
C950012Q No No No No Yes Yes
C950040X No No No No Yes Yes
C950016X No No No No Yes Yes
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Switch performance

Table 10 shows performance specifications for the Cisco Catalyst 9500 Series Switches.

Table 10.

Switch Models

ASIC

Switching capacity

Forwarding rate

Total number of MAC
addresses

Total number of IPv4 routes
(Address Resolution Protocol
[ARP] plus learned routes)

Total number of IPv6 routes

Total number of IPv4
Multicast routes

Total number of IPv6
Multicast routes

QoS ACL scale
Security ACL scale
FNF entries
DRAM

Flash

VLAN IDs

Total Switched Virtual
Interfaces (SVIs)

Jumbo frame

Performance Numbers for All [€9500240Q | C9506120 | C950040X

Performance specifications

UADP 2.0
Upto960 Upto480 Upto480 Upto240
Gbps Gbps Gbps Gbps
Upto 1440 Upto7® Upto720 Upto 360
Mpps Mpps Mpps Mpps

Up to 64,000
Up to 64,000 indirect
Up to 80,000 host

Up to 32,000 indirect
Up to 40,000 host

Up t032,000

Up t016,000

Up to 18000
Up to 18000
Up to 512,000
16 GB

16 GB

4000

4000

9198 bytes

" Varies based on selected flexible ASIC template.

" Line rate for 187byte packet sig&eabove.

C9500616X | C950632C | C9500 C9500 C9500
32QC 48Y4C 24Y4C

UADP 3.0
Up to3.2 Uptol6 Uptol6 Uptol.6
Tbps” Tbps” Tbps” Tbps”
Upto 2 Uptol Uptol Uptol
Bpps Bpps Bpps Bpps
Up to &,000

Up to 212,000ndirect + direct
Up to 90,000 hogARP

Up to 212,000 indirect + direct
Up to 90,000 host

Up to 32,000

Up to 32,000

Up to 16000
Up to 27000
Up t098,000
16 GB
16 GB

4000

4000

9216 bytes

By Host routes, it means any /32 routes including those are learned indirectly (say learned over OSPF or other routioig)protoc

So, it does not mean it can install 80K directly connected clients (/32) for attached VLANs/SVIs. In other words dineetiiedaoutes in engineering
term means, any /32 prefix (that includes clients attached to switch's own VLAN/SVI and those /32 prefixes learned owtingrpyrotocols as well).

Indirectly connected route is a route with prefix other than /32.

© 2018Ciscoand/or its affiliates All rights reserved. This document is Cisco Public Information.
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Important Note -

C950012Q /C95024Q/ C95040X/ C950aL6X- supports only 32K Adjacency in hardwai®o essentially, it can support upto ~32K directly attached
clients (including all adjacency), in it's own VLAN/SVI.

UADP 3.(hasedC950032C, 32QQ4Y4C, 48Y4C support 80K Adj for SVI, with SDM template of distribution and 90K Direct routes for all supported
OATI PI AOGAOR xEAT , Q O1I OOAA bPIi 0O EO OOAA8HS
Flexible ASIC templates
&1 AGEAT A 13)# OAIPI AOAO AT AAT A O Enditk 0 &daie redodrees tb aplimize 0O
table sizes for different places in the network. Based on how the switch is used in the network, an appropriate flexible
ASIC template may be selected to configure the switch for specific features.
The following flexible ASIC templates are supported on the Cisco Catalyst 9500 Series.

o Distribution: Maximizes system resources for MAC and security

8 Core: Maximizes system resources for unicast and multicast routing

s SDA: Maximizes system resources to support fabric deployimen

8 NAT: Maximizes system resources for Layer 3 and NAT to support collapsed core WAN deployments

Tablelldescribes the ASIC templates.

Table 11. ASIC template descriptions

Template numbers formodels Distribution template | Coretemplate NAT template SDAtemplate

C9500632C, C950682QC, C9500
24Y4C, C950818Y4C

IPVA/IPVELPM/Host) 114,000 212,000 212,000 212,000
Multicast route (IPv4/IPv6) 16,000 32,000 32,000 32,000
IGMP/MLD snooping 16,000 32,000 32,000 32,000

MAC address 82,000 32,000 32,000 32,000

SGT label 32,000 32,000 32,000 32,000
NetFlow/ASIC 98,000 64,000 64,000 64,000
Security ACL 27,000 27,000 20,000 27,000

QoS ACL 16,000 16,000 8,000 16,000
PBR/NAT 3,000 3,000 15,500 2000
Tunnel/MACsec 3000 3000 2000 3000

LISP 1000 1000 1000 2000

SPAN 1000 1000 1000 1000

CoPP 1000 1000 1000 1000
NetElow ACL 1000 ingress, 1000 ingress, 1000 ingress, 1000 ingress,
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Template numbers formodels Distribution template | Coretemplate NAT template SDAtemplate
C950032C, C95082QC, C9500
24YAC, C950418Y4C

1000 egress 1000 egress 1000 egress 2000 egress

Template numbers for models Distribution template | Core template SDA template NAT template
C950012Q, C950624Q, C9500

40X, C950016X

IPV4/IPV6 LPM 64,000 / 32,000 64,000 / 32,000 64,000 / 32,000 64,000 / 32,000

IPv4/IPV6 host 48,000/ 24,000 32,000/ 16,000 80,000 / 40,000 48,000 / 24,000

IPv4/ IPv6Multicast route 16,000/ 8,000 32,000/ 16,000 16,000/ 8,000 32,000/ 16000

IGMP/MLD snooping 16,000 16,000 16,000 16,000

MAC address 64,000 16,000 16,000 16,000

SGT label 8000 8000 8000 8000

NetFlow/ASIC 128,0® 128,000 128,000 128,000

Security ACL 18,000 18,000 18,000 18,000

QoS ACL 18,000 18,000 18,000 3000

PBR/NAT 2000 2000 2000 16,000

Tunnel 1000 1000 1000 1000

LISP 1000 1000 1000 1000

MACsec 1000 1000 1000 1000

SPAN 1000 1000 1000 1000

CoPP 1000 1000 1000 1000

NetFlow ACL 1000 ingress, 1000 ingress, 1000 ingress, 1000 ingress,
2000 egress 2000egress 2000 egress 2000 egress

Cisco SDAccess architecture

Enterprises are in search of ways to transform their operations to add digital capabilities that enhance service delivery and
asset management. Cisco $&ccess provides this transformational shift in building and managing networks. It provides
faster, easer, and improved business efficiency with investment protection for enhanced business outcomes. By
decoupling network functions from hardware, S&ccess helps ensure policy compliance, allows you to launch new
business services faster, and improves is@sslution times significantly. At the same time, it is open and extensible and

can significantly reduce your operational expenses.

Cisco SPAccess enables polidyased automation from edge to cloud with foundational capabilities. These include
simplified cevice deployment, unified management of wired and wireless networks, network virtualization and
segmentation, groupbased policies, and contextased analytics. With these fundamental features in place, key use
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cases can now be orchestrated. These use €asadude user mobility, secure segmentation, user onboarding and policies,
I0T integration, guest access, contelsised troubleshooting, and data center and cloud integration.

Cisco StackWise Virtual

StackWise Virtual is an advanced stacking technologt gupports both access and distribution deployments through
multiple topologies (such as two nodes or a ring). It provides higher scale for system virtualization at the network layer.
The Cisco Catalyst 9500 Series supports StackWise Virtual witoal@topology on select models at FCS. Refer to the
Release Notes for limitations.

StackWise Virtual in the distribution layer of the network interacts with the access and core layer switches as if it were a
single logical switch. An access/core switch corieégo both switches of the StackWise Virtual switch using one logical

port channel called a Multichassis EtherChannel (MEC). The MEC enables the StackWise Virtual switches to provide
redundancy and load balancing on the port channel.

This capability enabkea loopfree Layer 2 network topology, since the StackWise Virtual switches are treated as one
logical switch for both access and core switches. The StackWise Virtual switch also simplifies the Layer 3 network
topology by presenting itself as one logicabitch, thus reducing the number of routing peers in the network.

Platform Benefits
Cisco I0S XE

The Cisco Catalyst 9500 Series opens a completely new paradigm in network configuration, operation, and monitoring
OEOT OCE 1 AOx1 OE A OOionh shl@igniislopen, #t&nGekdbased andl ExteisiblA ddibss the entire

lifecycle of a network device. The various mechanisms that bring about network automation are outlined below, based on
a device lifecycle.

8 Automated device provisioning This is the ality to automate the process of upgrading software images and
installing configuration files on Cisco Catalyst switches when they are being deployed in the network for the first
time. Cisco provides both turnkey solutions such as Plug and Play aties¢helf tools such as Zerdouch
Provisioning (ZTP) and Preboot Execution Environment (PXE) that enable an effortless and automated
deployment.

e}

API-driven configuration: Modern network switches such the Cisco Catalyst 9500 Series support a wide range of
automation features and provide robust open APIs over Network Configuration Protocol (NETCONF) and
RESTCONF using YANG data models for external tools, botthefShelf and custom built, to automatically
provision network resources.

o«

Granular visibility: Model-driven telemetry provides a mechanism to stream data from a switch to a destination.
The data to be streamed is driven through subscription to a data set in a YANG model. The subscribed data set is
streamed out to the destination at configured intervafsdditionally, Cisco IOS XE enables the push model, which
provides nearreattime monitoring of the network, leading to quick detection and rectification of failures.
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8 Seamless software upgrades and patchingfo enhance OS resilience, Cisco 10S XE suppatthing, which
provides fixes for critical bugs and security vulnerabilities between regular maintenance releases. This support
allows customers to add patches without having to wait for the next maintenance release.

Security

6 Encrypted Traffic Analytics (FA) : ETA is a unique capability for identifying malware in encrypted traffic coming
from the access layer. Since more and more traffic is becoming encrypted, the visibility this feature provides
related to threat detection is critical for keeping your mairk secure at different layers.

o«

Advanced Encryption Standard (AES256 MACsec encryptionAES is the IEEE 802.1AE standard for
authenticating and encrypting packets between switches and endpoints. The Cisco Catalyst 9500 Series Switches
support 256bit and 128bit AES on all ports at all speeds, providing the most secure link encryption (switch to
switch).

o«

Trustworthy systems: Cisco Trust Anchor Technologies provide a highly secure foundation for Cisco products.
With the Cisco Catalyst 9500 Series, thesestworthy systems enable hardware and software authenticity
assurance for supply chain trust and strong mitigation against +imathe-middle attacks on software and
firmware. Trust Anchor capabilities include:

o«

Image signing:Cryptographically signed imageprovide assurance that the firmware, BIOS, and other software
are authentic and unmodified. As the system boots, the system's software signatures are checked for integrity.

o«

Secure Boot:Cisco Secure Boot technology anchors the boot sequence chain ¢ftericemutable hardware,
mitigating threats against a system's foundational state and the software that is to be loaded, regardless of a
user's privilege level. It provides layered protection against the persistence of illicitly modified firmware.

o«

CiscoTrust Anchor module:A tamperresistant, strong cryptographic, singlehip solution provides hardware
authenticity assurance to uniquely identify the product so that its origin can be confirmed to Cisco, providing
assurance that the product is genuine.

Redliency and high availability

s Cisco StackWise VirtualStackWise Virtual is an advanced stacking technology that supports both access and
distribution deployments through multiple topologies (such as two nodes or a ring). It provides higher scale for
system virtualization at the network layer. The Cisco Catalyst 9500 Series supports StackWise Virtual with a 2
node topology on select models at FCS. Refer to the Release Notes for limitations.

o«

Software Maintenance Upgrades (SMUs)the SMU is a package that can be installed on a system to provide a
patch fix or security resolution to a released image. SMUs allow you to address the network issue quickly while
reducing the time and scope of the testing required. The Cisco |IOS X@mphatiternally validates the SMU
compatibility and does not allow you to install noncompatible SMUs. All SMUs are integrated into the subsequent
Cisco 10S XE Software maintenance releases.
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o]

Graceful Insertion and Removal (GIRBIR isolates a switch fromemetwork in order to perform debugging or

an upgrade operation. By using the switch maintenance mode, GIR can systematically eject a Cisco Catalyst 9500
Series Switch from the network with zero or minimal disruption to the network service. When a ssvitch i
maintenance mode, it is isolated from the active forwarding paths in the network. Maintenance tasks, such as real
time debugging, hardware replacement, or software upgrade/downgrade, can be performed without affecting the
production traffic. When maitenance tasks are completed, the GIR function places the switch back into the
network without impact.

Flexible NetFlow

(o]

Flexible NetFlow (FNF)Cisco 108Software FNF is the next generation in flow visibility technology, allowing
optimization of the netwok infrastructure, reducing operation costs, and improving capacity planning and security
incident detection with increased flexibility and scalability. The Cisco Catalyst 9500 Series is capable of up to
512,000 flow entries.

Application Visibility and Control

o]

Next-Generation Network Based Application Recognition (NBAR2 NBAR2 enables advanced application
classification techniques, accuracy with up to 1400 predefined andkmellvn application signatures and up to 150
encrypted applications on the Cisco @btst 9000 Series. Some of the most popular applications included are

Skype, Office 365, Microsoft Lync, Cisco webexd Facebook. Many others are already predefined and easy to
configure. NBAR2 provides the network administrator with an important taoidentify, control, and monitor

end-user application usage while helping ensure a quality user experience and securing the network from malicious
attacks. It uses FNF to report application performance and activities within the network to any supportetbiet
collector, such as Cisco PrifyeCisco Stealthwatch or any compliant thireparty tool. NBARZ is currently

supported on the C95002Q, C95024Q, C950840X, and C950A6X models.

Audio Video Bridging

6

Audio Video Bridging (AVB: With Cisco |IOBXE Sofware Release 16.8, selected models of the Cisco Catalyst
9500 Series now support the IEEE 802.1 AVB standard. This standard enables highly reliable delivery of low
latency, timesynchronized AV streaming services through Layer 2 Ethernet networks. Thdasthalso makes it
easier to integrate new services and for AV equipment from different vendors to interoperate. Whether the AV
endpoint connections are analog or are inflexible digital one to one, the network transport enablestovamgny
transparent plg-and-play connections for multiple AV endpoints. AVB is currently supported on the CG93Q0
C950024Q, C95010X, and C950A6X models.

© 2018Ciscoand/or its affiliates All rights reserved. This document is Cisco Public Information. Pagel8of 36



Benefits

6

o

o}

Improves quality of experience by lowering jitter and latency for tisyachronized delivery diigh-quality AV.

Provides scalability of applications across networked deployments, including expansive and complex AV
infrastructure.

Lowers Total Cost of Ownership (TCO) with reduced cabling (lowers CapEx) and no license fees (lowers OpEX).

" AVB is supported on #1C950012Q, C950@4Q, C950€40X, and C950A6X models. For more details about AVB, refer
to https://www.cisco.com/go/avb

QoS

Superior Qo0S:QoS technologies are a set of tools and techniques for managing n&tvesources and are

considered the key enabling technologies for the transparent convergence of voice, video, and data networks. QoS
on the Cisco Catalyst 9500 Series consists of classification and marking, policing and markdown, scheduling,
shaping, andjueuing functions. A modular QoS commatide framework provides consistent platform

independent and flexible configuration behavior. The 9500 Series also supptetePhierarchical or nested

policies.

Service discovery

o]

Multicast DNS (MDNS) gatewayThis service discovery gateway capability facilitates the sharing of services
advertised using the Apple mDNS (Bonjour) protocol (such as printers, Apple TVs and file services across the
network). Additionally, the administrator can create policies definingieh services can be seen and accessed by
the users in the network. This capability facilitates a Bfifmur-Own-Device (BYOD) rollout.

Smart operation

6

o«

o«

o«

Bluetooth ready: TheCiscoCatalyst 9500 Series has hardware support to connect a Bluetooth donglteutoswitch,
enabling you to use this wireless interface as a management port. This port functions as an IP management interface
and can be used for configuration and troubleshooting using the WebUI or the Comiriaednterface (CLI), and to
transfer images and configurations

WebUI:WebUI is an embedded Gliased devicemanagement tool that provides the ability to provision the device, to
simplify device deployment and manageability and to enhance the user experience. WebUI comes with the default
image. There is no need to enable anything or install any license on the device. You can use WebUI to build a day
configuration and from then on monitor and troubleshoot the device withbating to know how to use the CLI

RFID tags:TheCiscoCatalyst 950@eries switches have an embedded RFID tag that facilitates easy asset and inventory
management using commercial RFID readers

Blue beacon:The CiscoCatalyst 9500%eriesSwitches support a blue beacon LED for easy identifamatf the switch

being accessa.
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High-performance IP routing

o |IProuting protocols provide the fundamental infrastructure for the delivery of advanced IP services dloeo8ssco
Catalyst 9500 Series. Whether based on Internet Engineering Task Force (IETF) standards or Cisco isjtheaton
protocols enableCiscato offer the broadest portfolio of IP routing technologies. All share induséigding scalability,
availability, manageability, fast convergence, and higerformance capabilies.

IP unicast routing protocols (includingadic; Routing Information Protocalersion JRIPv1]yversion 2 [RIPv2hnd next
generation [RIRg]; and Open Shortest Path First [OSPF] routed access) are supported for small network routing
applications wih the Network Essentials stack.

o«

o«

Advanced IP urist routing protocols (such as OSPF, Enhanced Interior Gateway Routing Protocol [EIGRP], Border
Gateway Protocol Version 4 [BGPv4], and Intermediate Systerintermediate System Version 4 HSv4]) are

supported for load balancing and for constructingpiable LANs. IPv6 routing (using OSPFv3 and EIGRPV6) is supported
in hardware for maximum performance.

o«

Protocolindependent Multicast (PIM) for IP multicast routing is supported, including PIM Sparse Mod&8KBIM
bidirectional PIM, and SourceSpecificMulticast (SSM).

IPv6 addressing is supported on interfaces with appropriate show commands for monitoring and troubleshooting

o«

Feature not available at FCS, will be available in future software releases.

o«

SoftwareRequirements

o The Cisco Catalyst 9500 Serwitches run on Cisco I0S XE Software version 16.5.1a or later. This software
release includes all the features listed earlier in the Platform Benefits section. Table 13 lists the minimum software
requirements for the switch models.

Table 12.  Minimum software requiements

c950032c  Cisco Catalyst 9500 Series-B@rt 40/1M Gigabit Ethernet with Cisco I0S XE Software Reled<€e8.1
QSFP+DSFR28

C950032QC  Cisco Catalyst 9500 Series-Bart 40 Gigabit Ethernet with QSFP/ 16port  Cisco I0S XE Software Reled€e8.1
100 Gigabit Ethernet with QSR8

c950048Y4c Cisco Catalyst 9500 Series higkrformance 48port 1/10/25GGigabit Cisco I0S XE Software Relede8.1
Ethernet switch withSFP/SFP-8FP28
c950024v4c Cisco Catalyst 9500 Series higkrformance 24port 1/10/25GGigabit Cisco I0S XE Software Reled<e8.1
Ethernet switch withSFP/SFP-8FP28
Cc950024Q  Cisco Catalyst 9500 Series-pdrt 40 Gigabit Ethernet with QSFP+ Open Cisco 10S XE Software Release
16.5.1a
c950012Q  Cisco Catalyst 9500 Series-fidrt 40 Gigabit Ethernet with QSFP+ Open Cisco 10S XE Software Reled6e5.1

C950040X Cisco Catalyst 9500 Series-g0rt 1/10 Gigabit Ethernet with SFP/SFP+  Open Cisco IOXE Software Releasks.6.1

C950016X Cisco Catalyst 9500 Series-fa6rt 1/10 Gigabit Ethernet with SFP/SFP+  Open Cisco IOXE Software Releasks.8.1
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Licensing

Packaging

The Cisco Catalyst 9300, 9400, and 9500 Series introduce new packaging that includes vastly simplified ha&e netw
packages (Network Essentials and Network Advantage) and tbased software packages (Cisco DNA Essentials, Cisco
DNA Advantage) as addns. The Cisco DNA packages, in addition tebox capabilities, also unlock additional
functionality in Cisco DNAd&Dter, enabling controllebbased softwaredefined automation in your network.

For information about feature support on specific models, please reféneédCisco Feature Navigator
(htt ps://cfn.cloudapps.cisco.com/ITDIT/CEN/jsp/indeX.japd theCiscoCatalyst 950(BeriesRelease Notes.

License consumption is further simplified to following two combinations:

Essentials:This consists of Perpetual Network Essentials and a tbesed (3, 5, or #year) Cisco DNA Essentials
package.

Advantage: This consists of Perpetual Network Advantage and a tdrased (3, 5, or Zyear) Cisco DNA Advantage
package.

Note that it is not required to deploy Cisco DNA Center just to use one of the abokages: Refer to
https://www.cisco.com/c/dam/en/us/products/collateral/software/onérelesssubscription/gand-a-c6 - 739601.pdfor
additional details about the Essentials and Advantage packages.

Table 13.  Network Essentials and Advantage Package Features

Features Network Network
Essentials Advantage

Switch fundamentals
Layer 2, Routed Access (RIP, EIGRP Stub, @$600 routes),PBR, PIBtub Multicast (1000 routes)),
PVLAN, VRRP, PBR, CDP, QoS, FHS, 802.1x, Ma28e€oPP, SXP, IP SLA Responder, SSO

Advanced switch capabilities and scale H “H
BGP, EIGRP, HSRP;I5 BSR, MSDP, PI&M, PIM SSM PH‘BIDIFQ, IP SLA, OSPF

Network segmentation H "H
VRF, VXLAN, LISP, SGT, MPLS, mVPN

Automation “H “H
Netconf, Restconf, gRPC, YANG, PnP Agent, ZTP/Open PnP, GuestSh&b{Crython)

Telemetry and visibility "H "H
Model-driven telemetry, sampled NetFlow, SPAN, RSPAN

High availability and resiliency H H
NSF, GIR, ISSU/EFSU, StackWise Virtual

IOT integration H "H
AVB, PTP, CoAP

Security H “H
MACsee256
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Table 14. DNA Essentials and Advantage Package Features

Features Cisco DNA Cisco DNA Cisco ONE

Essentials Advantage Advantage

Switch Features

Optimized network deployments H "H H
DNA Service for Bonjour

Advanced telemetry and visibility "H "H "H
Full Flexible NetFlow, EEM

Optimized telemetry a visibility H "H "H
ERSPAN, AVC (NBAR2), App Hosting (in Containers/VMs), Wireshark

Advanced security H “H H
Encrypted Traffic Analytics (ET*A)

Cisco DNA Center Features

Day 0 network bring-up automation "H "H “H
Cisco Network Plugn-Play application, network settings, device credentials, LAN
Automation, Host onboarding

Element management "H "H “H
Discovery, inventory, topology, software image, licensing, and configuration

management

Element management "H "H “H

Patch Management

Basic Assurance "H “H H
Health Dashboardg Network, Client, Application; Switch & Wired Client Health

Monitoring

SD-Access "H H H

Policy-based Automation & Assurance for Wired & Wireless

Network assurance and analytics H “H “H
Global Insights, Trends, Compliance, Custom Reports; Switch 360, Wired Client :

Fabric and No#Fabric Insights; App Health, A@60, App Performance (Loss,

Latency, Jitter)

o [Feature not available at FCS, will be available in future software releases

Specifications

DimensionsPhysical SpecificationdVeight, and Mean Time Between Failures (MTBF)
Tablel5lists the dimensions, physical specifications, weight, and MTBF for the Cisco Catalyst 9500 Series Switches.
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Table 15.

Descrlptlon

Dimensions
(HxW x D)

Rack units (RU)

Chassis with 2 power
supplies and builtIn fan

Input voltage
Operating temperature
Storage temperature

Relative humidity
operating and
nonoperating
noncondensing

Dimensions, physical specifications, weight, and MTBF

Specifications

1.73x175x 1.73x17.5x18.0in 1.73x17.5x21.52in

21.2in
1RU

25.64 Ib 21.85Lb  21.961b  20.99lb  25.75Ib (11.68 kg) 23.6 Ib (10.7
(11.6%g)  (9.91kg) (9.96kg)  (9.52kg) kg)

90 to 264 VAC 90 to 264VAC

32° to 104°F (0° to 40°C) 32° to 104°F (0° to 40°C)
-4° to 149°F0° to 65°C) -4° t0 149°F0° to 65°C)

Ambient (noncondensing) operating: 5% to 90%
Ambient (noncondensing) nonoperating and storage: 5% to 95%

Altitude Operation up to 13,000 feet &D°C Operation up to 6000 feet at 55°C and 13,08€t at
45°C
MTBF (hours) 212,820 307,200 316,960 336,780 276,430 230,770 277,310 315,790
" Minimum input voltage is 90VA@ndmaximum input voltage is 264VAC
Connectors
Table 16 shows the supported connectors for the Cisco Catalyst 9500 Series.
Table 16. Connectors
. 6 10GBASESR, LR, LRM, ER, ZR, DWDM SFP+ transceivers: LC fiber connectors
Connectors and cabling (singlemode or multimode fiber)
6 SFP, SFP+, SFP28, QSFP+, QSFP28
6 QSA adapter (to be added)
6 CX1 cable assemblies: SFP+ connector
For the latest Cisctransceiver module compatibility information, refer to
https://www.cisco.com/c/en/us/support/interfacasodules/transceigr-modules/productsdevice support-tables
list.html.
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Managementand standards support
Table shows management and standards support for the Cisco Catalyst 9500 Series.

Table 17. Management and standards suppért

9500 9500 High Performance

Management
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BRIDGEMIB
CISCGBRIDGEEXT-MIB
CISCGBULKFILEMIB
CISCGCABLEDIAGMIB

CISCOCALLHOMEMIB
CISCGCEFMIB
CISCCCIRCUHINTERFACEMIB
CISCGDEVICH.OCATIONMIB
CISCOGDHCRSNOOPINGMIB
ENTIT¥YWVENDORTYP®ID-MIB
CISCCEIGRPMIB
CISCGEMBEDDEEBEVENTMGRMIB
CISCCENTIT¥FRUCONTROEMIB
CISCGENTIT¥SENSORMIB
CISCORTTMONICMRMIB
CISCG802-TAP-MIB
CISCOACCESSEENVMONMIB
CISCGDATACOLLECTIOMIB
CISCODYNAMIGARRINSPECTIOMNIB
CISCGENERGYWISKIIB
CISCCENHANCEBIMAGEMIB
CISCGENHANCEBDMEMPOOLEMIB
CISCCENTIT¥ASSETMIB
CISCGENTITY¥DIAGMIB
CISCCENTIT¥EXTMIB
CISCCGENTIT¥PERFORMANGHIB
CISCCENTIT¥QFRMIB

CISCGENVMONMIB
CISCGETHERCFMMIB
ENTIT¥MIB
CISCCGERRDISABLEMIB
CISCGCONFIGCOP¥MIB
CISCOFLOWMONITORMIB
CISCGFTRCLIENTMIB
CISCOGHSRREXT-MIB
CISCOHSRRMIB
CISCOIETFBFDMIB
CISCOETFPPVPNMPLSVPN-MIB

BGP4MIB

BRIDGEMIB
CISCOACCESSEENVMONMIB
CISCOAUTHFRAMEWORKVIB

CISCGBGP4MIB
CISCGBRIDGEEXTMIB
CISCOBULKFILEMIB
CISCGCABLEDIAGMIB
CISCOGCALLHOMEMIB
CISCGCDRMIB

CISCGCEFMIB
CISCOCLASSBASEDQOSMIB
CISCOGCONFIGCOP¥MIB
CISCGCONFIGMAN-MIB
CISCOCONTEXTMAPPINGMIB
CISCOGDATACOLLECTIONMIB
CISCOGDHCRSNOOPINGMIB
CISCGEIGRPMIB
CISCCEMBEDDEEEVENTMGRMIB
CISCGENHANCEBMAGEMIB
CISCCENHANCEEMEMPOOLEMIB
CISCGENTIT¥ASSETMIB
CISCCENTIT¥EXTMIB
CISCCGENTIT¥FRUCONTROEMIB
CISCCENTIT¥SENSORMIB
CISCGENTIT¥VENDORTYP®ID-MIB
CISCCENVMONMIB

CISCGERRDISABLEMIB
CISCGOFLASHMIB
CISCOFTRCLIENTMIB
CISCOHSRPEXT-MIB
CISCOGHSRRMIB
CISCOIETFBFDMIB
CISCOETFDHCRSERVEREXTMIB
CISCOETFDHCRSERVERMIB
CISCOIETFISISMIB
CISCOETFPPVPNMPLSVPNMIB
CISCOIFFEXTENSIONVIB
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CISCOETFPW-MPLSMIB
CISCOIFFEXTENSIONVIB
CISCOIGMRFILTERMIB
CISCOIMAGELICENSEMGMT-MIB
CISCQIP-TAP-MIB
CISCGCONFIGMAN-MIB
CISCOIP-CBRMETRICSMIB
CISCOIP-STAFMIB
CISCQIP-URPFMIB
CISCGL2L3INTERFACEONFIGMIB
CISCGLAGMIB
CISCGLICENSEMGMT-MIB
CISCOLOCAL-AUTHUSERMIB
CISCOMEDIAMETRICSVIB
CISCGMACAUTHBYPASSMIB
CISCOGMAGNOTIFICATIONIB
CISCOMDI-METRICSMIB
CISCGFLASHMIB
CISCOGOSPFMIB
CISCGMEMORYPOOL:-MIB

CISCOMPLSLSREXTFSTDMIB
CISCONBARPROTOCOIDISCOVERYIB
CISCONHRREXTMIB
CISCONTP-MIB

CISCOGPAGRMIB
CISCOPORTSECURITAMIB
CISCGPORTFSTORMCONTRORMIB
CISCOGPOWERETHERNEEXTMIB
CISCGPRIVATEVLAN-MIB
CISCOGPROCESS/IB
CISCGPRODUCTSMIB
CISCGRFMIB
CISCORTRMETRICSMIB
CISCOGSTREXTENSIONS/IB
CISCGSYSLOGMIB

CISCOTCRMIB

CISCQUDLDRMIB
CISCOVLAN-IFTABLERELATIONSHHMIB
HGRMONMIB

IFMIB

CISCGHGRMONMIB

IEEE8021. AGMIB
LLDREXT-MED-MIB
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CISCOIGMRFLTERMIB
CISCOIMAGELICENSEMGMT-MIB
CISCOIMAGEMIB
CISCGAIP-CBRMETRICSVIIB
CISCQIP-STATMIB
CISCGAIP-URPFMIB
CISCOIPMROUTEMIB
CISCAIPSLAAUTOMEASURMIB
CISCOIPSLAECHGMIB
CISCQAIPSLAJITTERMVIB
CISCOL2-CONTROEMIB
CISCGL2LIINTERFACEONFIGMIB
CISCOLAGMIB
CISCGLICENSEMGMT-MIB
CISCOLISREXT-MIB
CISCGLOCAI-AUTHUSERMIB
CISCOMACGAUTHBYPASSMIB
CISCGMACGNOTIFICATIONVIB
CISCOMEMORY¥POOL:-MIB
CISCOGMPLSLSREXTFSTDMIB

CISCONHRREXTFMIB
CISCONTP-MIB
CISCGOSPFMIB
CISCOOSPFTRARMIB
CISCGPAEMIB
CISCOGPAGRMIB
CISCGPIM-MIB
CISCGPINGMIB
CISCGPKIMIB
CISCOPORTSECURITMMIB
CISCGPORFSTORMCONTROEMIB
CISCGPRIVATEVLAN-MIB
CISCGPROCESS/IB
CISCOGPRODUCTSMIB
CISCGRESILIEN-FETHERNEPROTOCOMIB
CISCORTTMONICMRMIB
CISCOGRTTMON-IP-EXT-MIB
CISCORTTMONMIB
CISCGRTTMONRTRMIB
CISCGSNMRTARGETEXTMIB
CISCGSTREXTENSIONSMIB
CISCGSYSLOGMVIB
CISCOTCRMETRICSVIB
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IP-FORWAREMIB
IP-MIB

HGALARMMIB
RFC1213/11B

LLDRMIB

MAU-MIB

MPLSL3VPNSTDMIB
MPLSLSRSTDMIB
MPLSVPN-MIB
OLD-CISCGCHASSISVIB
OLD-CISCGCPUMIB
OLD-CISCOINTERFACEMIB
OLD-CISCGIP-MIB
OLD-CISCGSYSMIB
OLD-CISCGTCRMIB
OLD-CISCOTSMIB
OLD-CISCOMEMORYMIB
CISCGPOWERETHERNEMIB
CISCGRMON2MIB
CISCGRMONMIB

SNMPv2MIB

UDP-MIB

CISCOIMAGEMIB
CISCGSTACKWISEMIB
SMONMIB

SONETMIB

TCRMIB
CISCOIPSEGFLOWMONITORMIB
CISCOIPSEGMIB
CISCOIPSEGPROVISIONING/IB
CISCOIPSLAAUTOMEASUREMIB
CISCOIPSLAECHOMIB
CISCOIPSLAJITTERVIB
CISCGL2-CONTROEMIB
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CISCOGTCRMIB
CISCOGTRUSTSEANTERFACEBMIB

CISCOTRUSTSE®IIB
CISCOTRUSTSE®OLICYMIB
CISCOTRUSTSEERVERMIB
CISCOTRUSTSEGXRMIB
CISCQUDLDRMIB
CISCOVLANIFTABLERELATIONSHIMIB
CISCGVLANMEMBERSHHMIB
CISCOVRFMIB
CISCGVTRMIB

ENTIT¥MIB
ENTITYSTATEMIB
EtherLikeMIB

HGALARMMIB
HGRMONMIB
IEEE802PAEMIB

IEEE8023. AGMIB

IFMIB

IGMRSTDMIB
IP-FORNVARDMIB

IP-MIB

IPMROUTESTDMIB

LISRMIB

LLDREXTFMED-MIB

LLDRMIB

MAU-MIB
MPLSL3VPNSTDMIB
MPLSLDP-GENERIESTDMIB
MPLSLDP-MIB
MPLSLSRSTDMIB

MPLSVPN-MIB
MSDRMIB

NHRRMIB
NOTIFICATION.OGMIB

NTPv4MIB
OLD-CISCGCHASSISVIIB
OLD-CISCGCPUMIB
OLD-CISCGINTERFACEMIB
OLD-CISCOIP-MIB
OLD-CISCGMEMORY¥MIB
OLD-CISCGSYSMIB
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Standards

"Pending final verification.

OLD-CISCGSYSTEMMIB
OLD-CISCGTCRMIB
OLD-CISCOTSMIB
OSPFMIB
OSPFTRARMIB
OSPFVavIB

PIM-MIB

RFC121:3/11B

RMONMIB

RMON2MIB
SNMRCOMMUNITYMIB
SNMRFRAMEWORKVIB
SNMRMPD-MIB
SNMRNOTIFICATIONIB
SNMRPROXYMIB

SNMRTARGETMIB
SNMRUSMMIB

SNMRVIEWBASEDACM-MIB
SNMPv2MIB

TCRMIB

UDP-MIB
CISCG802-TAP-MIB
CISCOTAP2MIB
CISCQIP-TAP-MIB

IEEE 802.1s

IEEE 802.1w

IEEE 802.1x

IEEE 802.3ae for 10G SKU

IEEEB02.3ae, |IEEE 802.3ba on the 40G SKU

IEEE 802.1Rev

IEEE 802.3ad

IEEE 802.3x full duplex on 10BABELOOBASH X, and 1000BASE ports

IEEE 802.1D Spanning Tree Protocol
IEEE 802.1p CoS prioritization

IEEE 802.1Q VLAN

IEEE 802.3 10BASEspecification
IEEE 802.3u 100BASEX specification
IEEE 802.3ab 1000BASEspecification
IEEE 802.3z 1000BASEspecification
RMON | and Il standards

SNMPv1, SNMPv2c, and SNMPv3
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Safety andCompliance
Table Blists the safety and compliance information for the Cisco Catalyst 9500 Series.

Table 18.  Safety and compliance information

Safety certifications C950012Q, C95024Q, C950840X, C950aL6X
6 UL 609561

CAN/CSAC22.2 No. 60950

EN 609561

6 IEC 6095aL

6 AS/NZS 60954

6 GB4943

C950032C, C95032QC, C950@4Y4C, C950@8Y4C
6 IEC 6095€@L plus Am1, Am2 Am9, Am10, Am11, Am12 and all deviations and differences
AS/NZS 60950.1.2011
CAN/CSAC22.2 No. 6095a-07
GB 494395
EN 6095601; 2006 plus Am1, A&y Am9, Am10, Am11, Am12 and all deviations and differences
NOM-019-SCH1998
6 UL 609501, Second Edition

[e]}

[e]}

O¢ O¢ O¢ Oc¢

(e}

EMI and EMC compliance 47 CFR Part 15 Class A
CNS13438: 2006lass A

EN 300 386 V1.6.1
EN610063-2: 2014
EN610063-3: 2013

ICESO003 Issue 6: 201@lass A
KN 32: 201Flass A

TCVN 7189: 2008lass A

EN 55032:2012/ AC:2013 Class A
EN 55032:2015 Class A
CISPR 32 EditionQlass A
V-2/2015.04Class A
V-3/2015.04 Class A
CISPR24: 2010 + A1: 2015
EN 300 386 V1.6.1
EN55024: 2010 + Al: 2015
KN35: 2015

TCVN7317: 2003
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Warranty

CiscoEnhanced Limited Lifetime Hardware Warranty

The Cisco Catalyst 9500 Series Switches come with an enhanced limited Lifetime WarrdiyjEhat includes Next
BusinessDay (NBD) delivery of replacement hardware where availabte@hdays of 8x5 Cisco Technical Assistance
Center (TAC) support. Your formal warranty statement, including the warranty applicable to Cisco software, appears in
the information packet that accompanies your Cisco product. We encourage you to carefulyring warranty

statement shipped with your specific product before use. Cisco reserves the right to refund the purchase price as its
exclusive warranty remedy. For further information about warranty terms, tiggs://www.cisco.com/go/warranty

Table D provides information about the £LW.

Table 19. E-LLW Details

Devices covered Applies to Cisco Catalyst 9500 Series Switches

Warranty duration As long as the original customer owns the product.

End-of-life policy In the event of discontinuance of product manufacture, Cisco warranty support is limited to 5 years from the
announcement of discontinuance.

Hardware Cisco or its service center will use commercially reasonable efforts to ship a replacement for NBD delivery, v

replacement available. Otherwise, a replacement will be shipped within 10 working days after receipt Béthen Materials

Authorization (RMA) requesictual delivery times might vary depending on customer location.

Effective date Hardware warranty commences from the date of shipment to customer (and in case of resale by a Cisco res
not more than 90 days after original shipment by Cisco).

TAC sipport Cisco will provide during business hours, 8 hours per day, 5 days per week, basic configuration, diagnosis, ¢
troubleshooting of devicdevel problems for up to a 98ay period from the date of shipment of the originally
purchased Cisco Catalyst@® Series product. This support does not include solution or netvier&l support
beyond the specific device under consideration.

Cisco.com access  Warranty allows guest access only to Cisco.com.

Cisco andPartner Services

Cisco and partner services offearious personalized services to enable 10T, cloud and secure networks. You can purchase
advanced services designed to meet your business needs and help you maintaiquiaigl network performance while

controlling operational costs. Please refertof&a A wo A1 O 11 OA ET & Oi AGETT 11 #EOAT 8¢«
Cisco Catalyst 9500 Series Switches.
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Table 20. Technical Services

Cisco Technical Services

Cisco Smart Net Total CarService

6 Around-the-clock, global access to the Cisco TAC

Unrestrictedaccess to the extensive Cisco.com knowledge base and tools

NBD, 8x5x4, 24x7x4, and 24x7x2 advance hardware replacement and onsite parts replacement and installation available
Ongoing operating system software updates within the licensed featuré set

o« Oc¢

[}

6 Proacive diagnostics and redlme alerts on Smart Call Horenabled devices

Cisco Smart Foundation Service

O«

NBD advance hardware replacement as available

Access during business hours to Small and Medgimed Business (SMB) TAC (access levels vary by region)
Access to Cisco.com SMB knowledge base

Online technical resources through Smart Foundation portal

Operating system software bug fixes and patches

O« O¢ O«

O«

Cisco SP Base Service

6 Around-the-clock, global access to the Cisco TAC

Registered access to Cisco.com

NBD, 8%x4, 24x7x4, and 24x7x2 advance hardware replacement; return to factory option available
Ongoing operating system software updates

o« O¢

o«

Cisco Focused Technical Support Services

6 Three levels of premium, higtouch services are available:
U Cisco HighTouch Opeations Management Service
U Cisco HighTouch Technical Support Service
U Cisco HighTouch Engineering Service
6 Valid Cisco Smart Net Total Care or SP Base contracts are required on all network equipment

! Cisco operating system updates include the followintaintenance releases, minor updates, and major updates within the licensed feature set.

? Advance hardware replacement is available in various setteicel combinations. For example, 8x5xNBD indicates that shipment will be initiated
during the standard our business day, 5 days a week (the generally accepted business days within the relevant region), with NBD delivery. Where
NBD is not available, sarrday shipping is provided. Restrictions apply. For details, review the appropriate service descriptions

Learn more about available services

SoftwarePolicyfor Cisco Catalyst 9500 Series Switches
Cisco ONE Software for Access Switching available for the Cisco Catalyst 9500.

Cisco ONE Software for Access Switching acffeomprehensive solutions for the enterprise campus and branch offices.
Cisco ONE for Access Switching introduces a simpler and more economical way to deploy access, aggregation, and core
switches across enterprise campus and branch locations.

The Cisco ®E Subscription for Switching offer delivers an unbound network on an open and extensible architecture to
help you navigate the digital journey. This subscription offer simplifies the buying process and includes lower initiation
costs and flexible termst includes: Cisco ONE Advantage with full Cisco Digital Network Architecture (DNA) capabilities
and Cisco Softwar®efined Access (SBBccess).

For ordering information for Cisco ONE Software for the Cisco Catalyst 9500 Series, go to
https://www.cisco.com/c/en/us/products/software/oraccess/switchingpart-numbers.html

© 2018Ciscoand/or its affiliates All rights reserved. This document is Cisco Public Information. Page300f 36


https://www.cisco.com/c/en/us/products/switches/service-listing.html
https://www.cisco.com/c/en/us/products/collateral/software/one-access/datasheet-c78-733013.html?cachemode=refresh
https://www.cisco.com/c/en/us/products/software/one-access/switching-part-numbers.html

Software policy for network stack components

Customers with the Network Essential Stasmkd Network Advantage Stack software feature sets will be provided with
maintenance updates and bug fixes. These are designed to maintain compliance of the software with published
specifications, release notes, and industry standards as long as the drggidauser continues to own or use the product
or for up to one year from the eraof-sale date for the product, whichever occurs earlier.

Cisco Embedded Support for Cisco DNA term components

Cisco Embedded Support delivers the right support for Cisco sofvproducts and suites. It will keep your business
applications performing as expected and protect your investment. Cisco Embedded Support for the DNA Essentials and
DNA Advantage term components is included as part of the switch value. Embedded Suppddgs access to TAC
support, major software updates, maintenance and minor software releases, and the Cisco Software Support site, for
increased productivity with anytime access.

Table 21. DNA Term Support on 9500

Model C9500DNA-A-3Y/5Y/7Y or C950DNA-E- C9500DNA-L-A-3Y/5Y/7Y or C950DNA-L-E-3Y/5Y/7Y
3Y/5Y/ITY

C950032C Yes No

C950032QC Yes No

C950048Y4C Yes No

C950024Y4C No Yes

C950024Q Yes No

C950012Q No Yes

C950040X Yes No

C950016X No Yes

OrderingInformation

To place an order, visit the Cisco Ordering home page at:
https://www.cisco.com/en/US/ordering/or13/or8/order _customer help _how to order _listing.html

Table 22 lists ordering information for the Cisco Catalyst 9500 Series.

Product number Product description

C950032QGE Cisco Catalyst 9500 Series higérformance 32port 40G switch, NW Ess. License
C950032QGA Cisco Catalyst 9500 Series high performancesg 40G switch, NW Adv. License
C950032GE Cisco Catalyst 9500 Series high performancesg 100G switch, NW Ess. License
C950032CGA CiscoCatalyst 9500 Series high performance @&t 100G switch, NW Adv. License
C950048Y4GE Cisco Catalyst 9500 Series high performancepé8 25G switch, NW Ess. License
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Product number Product description

C950048Y4GA
C950024Y4CGE
C950024Y4GA
C950024Q-E
C950024Q-A
C950012Q-E
C950012Q-A
C950040X-E
C950040X%-A
C950016X-E
C950016X-A
C9500NM-2Q
C9500NM-8X
C9506NM-2Q=
C95008NM-8X=
C950048X-A
C950048X-E
C950024X%-A
C950024X-E
C950016X-2Q-A
C950016X-2Q-E
C950040%-2Q-A
C950040X%-2Q-E
DNA Term Licenses

C1A1TCAT95001

C1A1TCAT9500BY

C1A1TCATO9500bY
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Cisco Catalyst 9508eries high performance 4@ort 25G switch, NW AdW.icense

Cisco Catalyst 9500 Series high performancep@4t 1/10/25Gswitch, NW Ess. License
Cisco Catalyst 9500 Series high performancep@4t 1/10/25Gswitch, NW Adv. License
Cisco Catalyst 9500 2dort 40Gswitch, NW Ess. License

Cisco Catalyst 9500 2dort 40G switch, NW Adv. License

Cisco Catalyst 9500 4#ort 40G switch, NW Ess. License

Cisco Catalyst 9500 ibrt 40G switch, NW Adv. License

CiscoCatalyst 9500 4{port 10G switch, NW Ess. License

Cisco Catalyst 9500 4flort 10G switch, NW Adv. License

Cisco Catalyst 9500 4ort 10G switch, NW Ess. License

Cisco Catalyst 9500 gort 10G switch, NW Adv. License

Cisco Catalyst 9500 2 x 40GE Network Module

Cisco Catalyst 9500 8 x 10GE Network Module

Cisco Catalyst 9500 2 x 40GE Network Module Spare

Cisco Catalyst 9500 8 x 10GE Network Module Spare

Cisco Catalyst 9500 4fort 10G switch, 8 x 10GE Network Module, NW Adv. License
Cisco Catalyst 9500 4fort 10G switch, 8 x 10GE Network Module, NW Ess. License
Cisco Catalyst 9500 Jort 10G switch, 8 x 10GE Network Module, . License
Cisco Catalyst 9500 Jort 10G switch, 8 x 10GE Network Module, NW Ess. License
Cisco Catalyst 9500 Jort 10G switch, 2 x 40GE Network Module, NW Adv. License
Cisco Catalst 9500 16port 10Gswitch, 2 x 40GE Network Module, NW Ess. License
Cisco Catalyst 9500 4fort 10G switch, 2 x 40GE Network Module, NW Adv. License

Cisco Catalyst 9500 4fort 10G switch, 2 x 40GE Network Module, NW Ess. License

C9500 C1 Advantage Term, Higlrt density: Includes Term Licenses for DNA Advantage, 25 ISE Base
ISE Plus Endpoints, 25 Stealthwatch Flows (including Virtual Flow Collector & Management Console).
Requires separate purelse of ISE appliance/ISE VM and DNA Center appliance

C9500 C1 Advantage, Higiort density, 3Y TermDNA, 25 ISE PLS and ISE BASE, 25 SWATCH

C9500 C1 Advantage, Higiort density, 5Y TermDNA, 25 ISE PLS and ISE BASESWATCH
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Product number Product description

C9500 C1 Advantage, Higiort density, 7Y TermDNA, 25 ISE PLS and ISE BASE, 25 SWATCH

C1ALITCAT9500Y

C1A1TCAT95002

C1A1TCAT95003Y
C1A1TCAT9500BY
C1ALTCATO5002Y

C1AA1TCAT95001

C1AALITCATI500BY
C1AALTCAT9500bY
C1AALTCATO500TY
C9500DNA-E-3Y
C9500DNA-E-5Y
C9500DNA-E-7Y
C9500DNA-A-3Y
C9500DNA-A-5Y
C9500DNA-A-7Y
C9500DNA-L-E-3Y
C9500DNA-L-E-5Y
C9500DNA-L-E-7Y
C9500DNA-L-A-3Y
C9500DNA-L-A-5Y

C9500DNA-L-A-7Y

C9500 C1 Advantage Term, Lgport density: Includes Term Licenses for DNA Advantage, 25 ISE Base
ISE Plus Endpoint5 Stealthwatch Flows (including Virtual Flow Collector & Management Console).

Requires separate purchase of ISE appliance/ISE VM and DNA Center appliance

C9500 C1 Advantage, Leport density, 3Y TermDNA, 25 ISE PLS and ISE BASES®ATCH

C9500 C1 Advantage, Leport density, 5Y TermDNA, 25 ISE PLS and ISE BASE, 25 SWATCH

C9500 C1 Advantage, Leport density, 7Y TermDNA, 25 ISE PLS and ISE BASE, 25 SWATCH

C9500 C1 Advantagkdd-On Term: Includes Term Licenses for 25 ISE Base & 25 ISE Plus Endpoints,
Stealthwatch Flows (including Virtual Flow Collector & Management Console). Requires separate purc

of ISE applianceE VM and DNA Center appliance
C9500C1 Advantage Ad®n 3Y Term 25 ISE PLS and ISE BASE, 25 SWATCH

C9500 C1 Advantage Addn 5Y Term 25 ISE PLS and ISE BASE, 25 SWATCH
C9500 C1 Advantage Addn 7Y Term 25 ISE PLS and ISE BASE, 25 SWATCH
Catalyst 9500 NW & DNA Essentials. license {8Y24Q, 40X, 32C, 32QC, 48Y4C SKU
Catalyst 9500 NW & DNA Essentials. license {6¥24Q, 40X, 32C, 32QC, 48Y4C SKU
Catalyst 9500 NW & DNA Essentials. lice(@é)for 24Q, 40X, 32C, 32QC, 48Y4C SKU
Catalyst 9500 NW & DNA Advantage license @Y24Q, 40X, 32C, 32QC, 48Y4C SKU
Catalyst 9500 NW & DNA Advantage license @®Y24Q, 40X, 32C, 32QC, 48Y4C SKU
Catalyst 9500 NW & DNA Advantage license (7Y)

Catalyst 9500 NW & DNA Essentials. low port density license (3Y2€@r16X, 24Y46KU
Catalyst 9500 NW & DNA Essentials. low port density license (5Y2€@r16X, 24Y468KU
Catalyst 9500 NW & DNA Essentials. low port density license (7Y2@@r16X, 24Y48KU
Catalyst 9500 NW & DNA Advantage low port density license (3¥)2fQr 16X, 24Y46KU
Catalyst 9500 NW &®NA Advantage low port density license (5Y) 1@Q, 16X, 24Y48KU

Catalyst 9500 NW & DNA Advantage low port density license (7Y2fQr 16X, 24Y46KU

Power supplies, cables, and fan for the Cisco Catalyst 9500 Series

CIK-PWR1600WAGR

CIK-PWRGE50WAGR

CI9K-PWR-1600WDGR

COK-PWR930WDCR

1600W AC Power Supply
650W AC Power Supply
1600W DC Power Supply

930W DC Power Supply
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Product number Product description

CIK-PWR1600WAGR/2

CIK-PWR650WAGR/2

CIK-PWR1600WDGR/2

CIK-PWR930WDCR/2

COK-PWRC4BLANK

CIK-PWRC5BLANK

COK-T1-FANTRAY

FAN-T4-R

PWR-C4950WAGR

PWRC4950WAGR/2

PWRC4BLANK

CAB-C15CBN-JP

CAB-TA-250V-JP

CABTA-AP

CABTA-AR

CAB-TA-DN

CABTA-EU

CABTA-IN

CABTA-IS

CABTA-IT

CABTA-SW

CABTA-UK

CABTA-NA

CAB-C15CBN

CABTA-JP

1600W AC Power SuppliRedundant

650W AC Power SuppliRedundant

1600W DC Power SupplRedundant

930W DC Power SuppliRedundant

Catalyst 9500 power supply blank cover

Catalyst 9500 power supply blank cover

Catalyst9500 fan tray

Catalyst 9500 Type 4 front to back cooling Fan

950W AC Config 4 Power Supply front to back cooling
950W AC Config 4 Power Supply front to back cooling, Redundant
Catalyst 9500 powesupply blank cover

Japan Cabinet Jumper Power Cord, 250 VAC 12AQ154
Japan 250V AC Type A Power Cable

Australia AC Type A Power Cable

Argentina AC Type A Power Cable

Denmark ACType A Power Cable

Europe AC Type A Power Cable

India AC Type A Power Cable

Israel AC Type A Power Cable

Italy AC Type A Power Cable

Switzerland AC Type A Power Cable

United Kingdom AQype A Power Cable

North America AC Type A Power Cable

Cabinet Jumper Power Cord, 250 VAC 13A;C13 Connectors

Japan AC Type A Power Cable

Spare accessory and rack mount kits for the Cisco Catalyst 9500 Series

C950GACCKITH19I=

Accessory Kit for Cisco Catalyst 9500 Seziebgh-End- 19" rack mount
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Product number Product description

C950BACCKITH23I= Accessory Kit for Cisco Catalyst 9500 Seziesgh-End- 23" rack mount

C95004PTH-KIT= Extension rails and brackets for fepoint mountingfor Cisco Catalyst 9500 Serigsligh-End
C9508ACCKIT-191= Accessory Kit for Cisco Catalyst 9500 Serie8" rack mount

C9508ACCKIT-231= Accessory Kit for Cisco Catalyst 9500 Seriz3" rack mount

C95004PT-KIT= Extension rails and bracketsr four-point mounting for Cisco Catalyst 9500 Series

" Cisco ONHnidcyclerefresh SKUs can be found under-CAT-ADD-T.

For ordering information for Cisco ONBSoftware for the Cisco Catalyst 9500 Series Switches, go to
https://www.cisco.com/c/en/us/products/software/oraccess/switchingpart-numbers.html

Opticssupport

The Cisco Catalyst 9500 Series supports a wide range of optics. Because theugdated optics is updated on a
regular basis, please consult the tables available here for the latest compatibility information:
https://www.cisco.com/c/en/us/support/interfacanodules/transceivemodules/productsdevice supporttables
list.html.

CiscoCapital
Flexible payment solutions to help you achieve your objectives

Cisco Capital makes it easier to get the riggathnology to achieve your objectives, enable business transformation and
help you stay competitive. We can help you reduce the total cost of ownership, conserve capital, and accelerate growth.
In more than 100 countries, our flexible payment solutionstoap you acquire hardware, software, services and
complementary thirdparty equipment in easy, predictable paymentearn more
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